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Theme

Engineering Service-Oriented Applications …

CLOUD

MASHUPS
SOA



Linthicum 2009

Cloud in a Box



Cloud Features

Benefits Concerns
Cost Capital Expenditure moves to 

Operational (pay-per-use)
Cost up front to re-engineer legacy 
apps? Moving cloud provider?

Agility Rapidly re-provision technical 
infrastructure resources

Rigor, Compliance and potential Loss 
of Control

Multi-tenancy Shared services ~ less cost Security, Isolation, Performance
Expandability Rapid elasticity (on-demand) Scalability of legacy systems
Network Ubiquitous access Legal Access and Data Storage
Policy Un-ambiguous specification 

of system constraints
Fewer barriers to creating ad-hoc 
environments (cloud mash?)



PwC Survey on Cloud Risks

476 respondents – also trust of vendor and no guarantee of service location…



SOA Pattern

Information, Process, Integration… Governance!



SOA Architectural Instance....

Linthicum 2009



“Robust SOA 
environments are a 
hothouse for mash-up 
growth, ...that can be 
mixed together to 
provide new services.”

“Mash-ups”



“Mash-Up” = Ad-hoc Composition?

Information, Process, Integration… Governance???



Agile
vs.

Rigor

My Cloud-Service-Mashup Dilemma



Propositions

•Support Engineers for
•Cloud Architectures
•Service Design
•Mash-up Safety

•Still do not have concrete 
disciplines (that can be measured)





Our focus in engineering support…

Quality of 
Service
Policies

► Safety (Process/Deployment)

► Agreements (SLAs/Monitoring)

Compliance 
Assurance
Privacy

► Certificates (Privacy/Asserts)

Engineering Support for both Design-time and Run-time aspects



Service Safety for Cloud Deployment

•UCL e-Science 
•Private Grid/Cloud
•Chemical Defects
•Service-based
•Expert Analysis

“Predicting polymorphs 
in chemical structures”

*W. Emmerich et al. Grid Service Orchestration using the Business Process 
Execution Language (BPEL). Journal of Grid Computing, 2005.



Overview

•Client  MOLPAK
•Invokes <= 38 DMAREL

• Invokes <= 200 inspect services
• Molpak polls for “completed”
• Repeats for each property

•Up to 7,600 concurrent 
interactions (5mins-1hr)



Safety Checks

•Model-based Analysis
•Service Workflows

• WS-BPEL Individually
• Choreography (Interactions)

•Deployed
•System Error



Resources

•Check server logs
• Queuing of service requests
• Blocked instance creation

•Thread pool exhausted
• Increase resource pool size?
• Fixed it, but after some time…

•Threads exhausted again!



Consideration

•Architecture + Behaviour
• Threading mechanism
• Service synchronization
• Co-location decision

•Evident at run-time
•Design-time checks?



Architecture



*H.Foster et al. Model Checking Service Compositions under Resource Constraints, in 
proceedings of ESEC/FSE 2007



Client[2].gssubmission.
createInstance



Solutions?





Further details…



Virtualisation Alert!

•Solves some issues
• Local (resource) protection
• Virtual servers still resources
• Also have shared services
• Composition of servers

•Security and Safety Issues 
remain…



SLAs for Cloud Computing

•Negotiation
•Agreed Policies
•Constraints
•Monitoring
•Adaptation



SLA@SOI

•EU ICT FP7 Project (Oct07-Oct11)
•12 Partners, 15mil EUR
•Embed SLA Framework in SOA/Cloud Inf.







SLA



Reporting

Monitoring Manager







Further details in…

projects/sla-at-soi



Compliance, Assurance, Privacy

•Certification of Services
•Models, Languages…
•Applications

• Security and Privacy
• Functional Assurance
• Mechanically certified



Certification

•EU ICT FP7 Project (Oct10-Oct13)
•6 Partners, 5.4mil EUR
•Why is certification useful?



Certificates

•Increased User Trust
• e.g Attests Security, Build, Safety

•Evaluating Services
• Modeling and Testing by Experts
• Assumes Trust in Expert

• Currently a manual process
• Changes require re-certification





ASSERTs

•A digital certificate of properties (e.g. x.509, SAML…)

•ASSERT4SOA:
• ASSERT-E: Test Evidence-based
• ASSERT-M: Formal Model-based
• ASSERT-O: Ontology-based

•Designed for mechanical processing
• Machine-readable, semantics of certification



ASSERT Language

•Common Core
• Certification Process
• Certification Results

•Target Service/Application
•Process of Certification

• E.g. Security, Safety, Trusted Environment





ASSERT Semantics
Property A

Define

Relation
Establish

Property B

Cert. Auth.

Other Auth. 
(cert. auth.,

standardization
Bodies,… ) Defined

•Different languages
•Properties
• Legislation
• Cultural
• Technical

•ASSERT Ontology



Testing Quality “as-a-Service”?

from Design and description of evidence-based certificate artefacts for services, 
Deliverable 4.1, ASSERT4SOA Project, October 2011



ASSERT4SOA Vision
Service platform owner Service owner

Service client
ASSERT Issuer

Certification Scheme AuthorityASSERT4SOA Framework administrator



•Service
•WSDL
•Abstract service 
interface

•Service binding
•endpoint

Certificate: applies to all instance
of service (regardless of the
endpoint that can be accessed)

[Service Type Certificate]

Certificate:  applies to 
• the specific instance of 

service that is accessible 
from the particular 
endpoint
[Service Instance    

Certificate] OR
• The container where the 

service instance is 
deployed
[Service Container    

Certificate]



Certification and Validation

CBDI 06



Application of ASSERT4SOA

•Semantics
•Properties
•“Testing-as-a-Service”

• ASSERT-E: Evidence-based
• Build, Safety etc…
• Automated (re)Certification

•“Governance-as-a-Service”



Summary

•Service Engineering
• Issues in compliance (esp. mash-ups)
• Safety Properties
• Monitoring Services
• Certificates and Assertions can help

• Effective only with Governance and Metrics



My Vision?

Certified for 
Security, 

Safety and 
Function

Some 
indication of 

risks if 
mashed…

Monitored
by default

Certified “Baked” Mash-ups!

Trusted?



Near Future Cloud Support?



Questions?


